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The need for 
practicum-
based learning

 The Problem
 Many students graduate with 

theoretical knowledge but lack 
hands-on experience.

 Industry Need
 Employers seek graduates who can 

apply cybersecurity concepts in 
real-world scenarios.

 Goal
 Develop students’ technical and 

soft skills through structured 
practicum experiences.
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What is a 
practicum?

 Definition
 A practicum is a hands-on 

learning experience where 
students apply skills in 
simulated or real-world 
environments.
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Integration of 
Practicum in 
Cybersecurity 
A.A.S.

 Program Design
 Practicum projects are 

embedded throughout the 
curriculum. 12 out of 20 
courses have them.

 Employer Engagement
 The Business Industry and 

Leadership Team (BILT) 
provides feedback and 
ensures industry relevance.

 Student Benefits
 Increased job readiness, 

problem-solving skills, and 
exposure to industry 
expectations.
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Examples

Course Industry 
Certification

Practicum

CITS 125 – Computer Support 
A+ Cert Prep

CompTIA A+ Students enter the classroom to find individual computer parts laid out. They must assemble the 
computer, install an operating system, set up a wireless network, connect a network printer, and complete 
three maintenance tasks—all while demonstrating the process in front of the BILT Team/Peer Group.

CITS 225 – Networking for PC 
Technicians

CompTIA 
Network+

Students take on the role of network consultants and are given a scenario to design and build a network 
from scratch using Cisco Packet Tracer. They present their final design to their peers and the BILT Team, 
discussing their design choices, challenges faced, solutions implemented, and security measures applied.

Example Scenario: A school campus network including:1 HQ, 2 buildings, 30 laptops (10 per building), 15 
desktops (5 per building), 5 servers in HQ, Multiple wireless access points (one per building), 6 printers (2 
per building), 45 VoIP telephones (15 per building), Underground fiber/Ethernet connections to buildings, 
Internet access for each building through a firewall

CITN 280 – IT Security 
Foundations

CompTIA 
Security+

Students are provided with a network containing outdated and vulnerable devices. Their task is to 
conduct a full risk assessment by inventorying devices, performing a vulnerability assessment, prioritizing 
risks, and implementing risk mitigation strategies. They document their findings in a comprehensive 
report and present their recommendations to the BILT Team and Peer Group.

CITC 282 – Ethical Hacking CompTIA 
Pentest+

Students are given VPN access to a network containing 23 vulnerable machines. They must conduct a 
black box penetration test using the methodology and tools covered in the course. After identifying all the 
machines, they select one for an in-depth penetration test. The machines include both Windows and 
Linux systems, varying in difficulty from easy to hard. Students document their findings in a detailed 
report and present their assessment to the BILT Team and Peer Group.

CITC 285 – System Defense CompTIA CySA+ Students are given a network where several machines have been compromised. Their task is to identify 
indicators of compromise and conduct a full incident response process, including identification, 
containment, eradication, recovery, and a lessons learned analysis. Students document their findings and 
response actions in a report and present their conclusions to the BILT Team and Peer Group.

CITC 287 – Cybersecurity 
Incident Response

EC-Council ECIH Students are provided with a disk image and a scenario based on a cybercrime. They must analyze the 
image, document their findings in an examiner’s note, and compile a comprehensive report based on the 
evidence acquired. The final report is presented to the BILT Team and Peer Group.
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Examples –
Networking
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Examples –
Ethical Hacking
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How Practicum 
Enhances 
Workforce 
Readiness

 Technical Skills
 Hands-on experience with 

cybersecurity tools and 
techniques.

 Soft Skills
 Communication, teamwork, 

problem-solving, and 
adaptability.

 Industry Certifications
 Practicum projects align with 

A+, Network+, Security+, 
and other credentials.
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Lessons 
Learned & Best 
Practices

 Challenges
 Time constraints, resource 

needs, student anxiety.

 Solutions
 Structured project 

timelines, employer 
engagement, and iterative 
learning.
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Conclusion & 
Call to Action

 Summary
 Practicum projects prepare 

students for real-world 
cybersecurity roles.

 Engagement
 Invite industry professionals to 

evaluate student work.

 Next Steps
 Institutions should embed 

practicum experiences in 
cybersecurity education.

 Thank You!
 Jason Mitchell, 

mitch24@lcc.edu
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