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Why lack of talent?

• the training methods students receive (John et al., 2020)

– Current cyber training environments do not accurately mirror real-world cyber situations (Mouheb et 

al., 2019)

• the inadequacies in the education process

– which hinder the attainment of reliable and well-prepared cybersecurity professionals (John et al., 

2020)

• perception of what skills are essential differ between employers, educational leaders, and 

employees (Jang, 2015),

• Current cyber training environments do not 
accurately mirror real-world cyber situations

• Employers and teachers have different 
perceptions of skills needed
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Industry’s take on graduates' 
preparedness

• The DHS CyberSkills Report highlights a common industry critique of higher education programs

– graduates lack practical, hands-on skills in cybersecurity (DHS Task Force on CyberSkills, 2012)

– There exists a disconnect between the skills acquired through educational programs and the practical, transferable skills 
essential for the workplace as a whole(Sarkar et al., 2016)

• Students are typically not offered the pathways to attain the cybersecurity expertise in demand by the market 
(Sigholm et al., 2019)

• Many studies indicate that teamwork and communication are crucial skills, yet recent graduates often lack 
proficiency in these areas. [Passow, 2012]

• These gaps primarily revolve around practical, hands-on, and in-depth technical skills (Williams et al., 2021)

graduates lack practical, hands-
on skills in cybersecurity
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Students’ perception of 
their ability to succeed 

• Self-Efficacy in STEM Majors

– Self-efficacy is an individual's perception of their own ability to successfully complete a task (Bandura, 1994)

– Self-efficacy beliefs in undergraduate STEM students have been correlated with success and persistence in these fields [Zeldin, 2000]

– Research has demonstrated that self-efficacy beliefs significantly influence the interest, expectations, satisfaction, and choices of 
engineering students (Lent et al.,2008), (Hutchison, 2006), (DeWitz, 2002)

– Self-efficacy has a noteworthy impact not only on student performance but also on their career choices (Sandler, 2000)

• students who possess confidence in their career choices tend to exhibit higher levels of persistence (Srsic, 2001)

• Fostering Career Efficacy in Introductory Courses

– Effective introductory courses should promote career efficacy, empowering students to be confident in their abilities for success (Bratosin, 
2014)

• Self-efficacy has a noteworthy impact 
not only on student performance but 
also on their career choices

• Intro classes should help promote 
this
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Hands-on Learning!

• Computer science students tend to favor hands-on, physical activities as a means of learning, over traditional lectures or reading from 
books (Kalnishkan, 2005)

• Hands-on computing exercises have proven to be an extremely effective approach for teaching and learning cybersecurity (Chisholm, 
2015)

• The integration of hands-on and practical cybersecurity instruction is recognized as a vital component in the effort to modernize 
engineering education, as acknowledged by ABET (Passow, 2012)

• Transformative Impact of Laboratory-Based Engineering Course (Hoit et al., 1998)

– Converting a lecture-based general engineering introductory course to a hands-on laboratory format for various engineering disciplines 
resulted in substantial improvements in engineering retention

– This was measured by the higher number of students remaining in engineering at the beginning of the third year, following the  course 
restructuring.

• ABET says that the integration of hands-on 
and practical cybersecurity instruction is a 
vital component in the effort to modernize 
engineering education

• Also has proven to improve retention 
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Preparing Students for 
Industry

• the curriculum should prioritize technical and hands-on skill-based courses (Mouheb, 2019

– These types of courses provide students with practical knowledge and expertise relevant to their future 
careers in the field.

• Industry often seeks graduates who possess both education and practical training (Mouheb, 2019) 

– Achieving a balance between teaching students the theory (the "why") and training them to apply that 
theory (the "how") is essential in education (Conklin et al., 2014)

– Need specialized education to address niche areas of cybersecurity such as digital forensics (John et al., 
2020)

– should promote hands-on learning, assessments based on real-world scenarios, and problem-solving 
rooted in industry challenges (John et al., 2020)

• Achieving a balance between teaching 
students the theory (the "why") and training 
them to apply that theory (the "how") is 
essential in education
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Let’s Ask Past Competitors

• 62 NCL alumni now working in cybersecurity were contacted over 

LinkedIn

– 34 completed the survey ( a 55% response rate)

• 6,013 NCL alumni that recently graduated were emailed a link to the 

survey

– 47 completed the survey (just a .8% response rate)
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The Survey

• 35 questions

– 27 quantitative queries using a Likert scale

– 5 open-ended qualitative inquiries

– 1 binary yes/no question

– 2 queries for consent to disclose their identity

• conducted online via Survey Monkey
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To what extent did the NCL impact your motivation to learn more 
about cybersecurity. either positively or negatively?

                                                                                                                                        

Mean = 4.66, Standard Deviation = 0.62 

Responses concentrated around high values, indicating a strong 

agreement on increased motivation 
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To what extent did the NCL influence your understanding of 
cybersecurity, either positively or negatively?

                                                                                                                                        

Mean = 4.49, Standard Deviation = 0.66 

A skew towards higher ratings suggests a consensus on the 

NCL's positive impact on understanding cybersecurity 
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The NCL provided hands-on experience that was not available in 
my formal education or training?

                                                                                                                                                            

The peak at higher values indicates agreement on the 

value of NCL's hands-on experience 

Mean = 4.22, Standard Deviation = 0.86 

2025 CAE Community Symposium



To what extent did the NCL affect your confidence in the 
cybersecurity field, either positively or negatively?

                                                                                                                                          

A skew towards higher scores suggests a strong 

consensus on the NCL enhancing participants' 

confidence 

Mean = 4.22, Standard Deviation = 0.83 
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Have you encountered problems in your current job that resembled 
those presented in the NCL?2025 CAE Community Symposium



How closely did the activities in the NCL mirror real-world 
cybersecurity scenarios?

This reflects varied opinions on how closely NCL activities mirror real-world scenarios 
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