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Background

Presidential Policy Directive (PPD) 21: Critical Infrastructure Security and Resilience

NIPP 2013

Partnering for Critical Infrastructure
Security and Resilience

Homeland
Security

16 Sectors ldentified
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CYBERSECURITY & /252
INFRASTRUCTURE @ AMERICA'S CYBER DEFENSE AGENCY

SECURITY AGENCY

Search

Moving millions of people and go@ds across the'

from a limitless number of th

ats and risks

2018 Transportation
Systems Sector Activities
Progress Report

In an effort of transparency to Sector
stakeholders, this report reflects Co-SRMA
progress toward Transportation Systems
Sector-Specific Plan (TS SSP) goals and

activities.

TSS Cybersecurity
Framework Implementatio

Guidance

This guide provides an approach for
Transportation Systems Sector (TSS)
owners and operators to apply the tenets
of the NIST Cybersecurity Framework to

reduce cyber risks.

3 i
cifie Graulh
View the agendas orbut'
Systems Sector working grof etings

conducted under CIPAC from 2020 to

present.




Motivation - Two Questions That
Merit Consideration

«. What is the optimal applied
cybersecurity training program for
maritime and other critical
infrastructure/operators?

« What improvements‘can be-made to
accelerate student KSA development
and advancement into leadership
positions?
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Teach Critical Thinking Skills

Reality - Technologies Come and Go over a Career ...
Critical Thinking Skills Are Forever and Enable Effectiveness

5 Key Questions

For a Named

Students Need to Ask & System of Interest (SOI)

Learn How to Answer

1. What is it? R lm yShip (Stereotypical or named)

2. Why does it matter? ' 'L!!elﬂﬁy;cq.p\e Determination>
3. How does it work <Functf(na|®){yl

4, How can it fail <Hazard Loss Aﬁafyéllﬁn QL

5. How can failure be managed? <Strategic and Tactical Cyber‘?lb

Management Strategy Design>
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Canvas - UNCW's Learning
Management System

Dashboard : Virtual Ship :
ished Courses (2) : Tralnlng :
I Environment I
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Unpublished Courses (0)

No courses to display 1

Ulku Clark and Geoff Stoker Hosam Alamleh /0,77
Program Development And Bilge Karabacak
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OSINT Consequence-Driven  QSINT Cyber-Informed
Virtual Ship Hazard Loss Analysis Threat Intelligence

Training :
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WVAY - STPA-Sec

Wlth STRIDE
Creatlve CS4
. = ‘ Address
The DoD Cyber Tabletop Gu UNCW Maritime R:sf\;gglsr;%r:g:iazr}:g va Targeted
NICE, The Cyber Range, AGUI LLMS Library e Webmar . T Educational
The 5 W's of Systemigrams TooAM oM ¥ Needs

Dr Kluj @ Unitest

Nautis (Cloud) INL M-DAT
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Navigation Planning Bridge Simulator Engine Simulator  Incident Management
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file:///C:/Users/Jeff Greer/OneDrive/Documents/ApexaIQ
https://www.nist.gov/system/files/documents/2023/09/29/The%20Cyber%20Range_A%20Guide.pdf
https://www.youtube.com/watch?v=s5A9dUh1_Mk

Test Bench Training Environment

'/
[’( can
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UNCW Maritime LMS Library Content

Educational Reference Materials
+~ Léarning Objectives « Relevant OSINT Sources
« Lesson/Plans — Industry Awareness
« Lab Plans — Maritime Losses

— Threat Intelligence
s . Safety Regulations
" ‘Technical Standards

* Free OnlineTraining
Resources

- Tabletop Exercises
 Assessment

Note: It is the library that integrates all the single function
simulators, specialized software programs, and content for
education delivery!
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Teach System Thinking Skills

BUILDING MAPS FOR
WORLDS OF SYSTEMS

John Boardman Brian Sauser

WILEY

Design Tools
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Stoven Institute of Technology
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b Small Vessel

Community
(<300 gross tons)

Commercial
Fishing
<>

to detect. determine,
and interdict

Maritime
Socurity Partners

develop and leverage interaction with
partnership with

Copynight 2011

DHS Small Vessel Secrutty Strategy v3.0.5m

Source: Systemigram Modeling of the Small
Vessel Security Strategy for Developing Enterprise

Resilience



file:///C:/Users/Jeff%20Greer/Downloads/MTSJSVSSSauseretal.pdf
file:///C:/Users/Jeff%20Greer/Downloads/MTSJSVSSSauseretal.pdf
file:///C:/Users/Jeff%20Greer/Downloads/MTSJSVSSSauseretal.pdf
https://sercuarc.org/serc-tools/

Maritime Industry Knowledge
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https://marinetraffic.com/

Maritime Commercial Knowledge

( U.S. Department of Transportation Maritime Industry Advisories | Find a U.S. Flag Vessel

Maritime Administration

About National Economic Maritime Grants & Environment & Data &

MARAD Security Security Workforce Loans Innovation Reports

Datdand Stdlllsti

Vessel Inventory Rep since
July 1990

USMMA Reports

MARAD's Office of Policy and Plans publishes statistical and economic analyses and reports on a variety of maritime
transportation topics. Published data are used as indicators for the health of the U.S. flag maritime industry. The
Office regularly tracks the number of large, self-propelled, ocean-going ships registered under U.S. flag, and other

DOT (MARAD) Shipping Statistics
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https://www.maritime.dot.gov/data-reports

Teach System Engineering Skills

Security Domain Boundary Modeling - iBox Method Developed @ UNCW

SOI Security
Domain Boundary

Sub-Domain - Super Dorgl‘S!Um

Engine Room Ship + Port
Models Developed in TinkerCad

With Thinglverse.com 3D Models

can Source John Boardman and Edward Bowers
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Manage the Convergence of Multiple Critical Systems
Within a Single System of Interest Security Domain

\‘riticaISystem Utilized Digital Securitv Obiectives
Technologies y 20

ti@UTq

Operational OT, lo Luﬂl ﬁfety

Military Sensors and M|55|J/n7

St Achlevement
Weapons

a Network Segmentation and
" Integration Point Management Design
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Maritime Domain Specific
Technical Knowledge

R. Sahay, DA.S. Estay, W. Meng et al. Computers & Security 128 (2023) 103179

Human Intervention
(Crew Management System Human
| g0 dmsotiasy
Q Controller

Functional Ship CO
Control Model

Data from Sensors
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Integrated Bridge |
Controller (IBC)

|
|
|
1
|
1
|
|
1
1
|
|
1
: Device Instructions

Device Status Data

y Y
»| Propulsion |« Ballast Cargo
Control Control Control
\ |
y A
: Ventilation Access Bridge
Engine Rudder Systems Devices Sensol
Automatic Identification Radar
System (AIS)
Echo Sounding
Electronic Chart Display Device
and Information System
(ECDIS) Global NAvigation
Satellite System (GNSS)
Global Maritime Distress

; System (GMDSS) Global Positioning
~ System (GPS)
Fig. 1. CyberShip framework.
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Teach Safety Engineering Skills

MITRE Theory

COUN "C'\ | Y 11.2 TARA
| . 3 et AT i

= == TARA is an engineering methodology used to identify and assess cyber vulnerabilities and select
counter effective at mitigating those vulnerabilities. The methodology utilizes a catalog
of attack vector and countermeasure data, together with web-based tools used to search and
process catalog data.

Acquisition Program itigati i == =
Start System =
Here Architecture

Unclassified sources. — =
Classiiedsources I

Andrew A. Bochman and Sarah Freeman Figure 1 TARA Assessment Workflow

INL CCE Website MIT PSASS Website MITRE TARA Website
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https://www.mitre.org/news-insights/publication/threat-assessment-and-remediation-analysis-tara
MIT%20PSASS%20Website
https://inl.gov/national-security/cce/

Why Safety Matters

« Design goal - a secure digital operating
environment free from fault
« Alternatively, one that fails safe and recovers

quickly

Start Here ) Work Left to Right ‘

|

Direct and ID Hazards |Conduct |Select
Consequential |Triggered by |a Hazard | Appropriate

Losses to a Cyber- Risk Risk
Avoid Attack Analysis | Treatments

Note: The spectrum of risk treatments now includes
classic security controls, dynamic countermeasures, and

can resilient digital infrastructure design.
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Utilize Hazard Loss Analysis Tools

VWAY - VisualPro

File Home Report Library Search Settings Help

Font Align "
Analysis 2 O rossisteal] X ‘ A\ Hazard [STPAT] X -

STPA HANDBOOK LI o

@ STPA-Sec Hazard Loss Analysis
e o+ % A 3
[ =« [Loss Created By Created Date Modified By | Modified Date
L5 Operational Systemic Loss - Ship s. 2jgre 2025-02-20 23:10 2jgre 2025-02-20 23|
NANCY G. LEVESON ’ v ps- 1 49 o

» L6 Operational Systemic Loss - Ship I... | 2jgre 2025-02-2023:12  Zjgre 2025-02-20 23]

JOHN P. THOMAS

Operational Asset Loss - Ship sink... | 2jgre 2025-02-2023:13 | Zjgre 2025-02-20 23|

MARCH 2018

This handbook is intended for those interested in using STPA on real systems. [t is not meant
to introduce the theoretical foundation, which is described elsewhere. Here our geal is to

provide direction for those starting out with STPA on a real project or to supplement other @ Dashboard -Z‘
materials in a class teaching STPA. (@ System Information
0 o Loss Detail Relation
Hazard
f D [ & [o = [ Hazard
(% System-Level Constraint
G- 8 H-1 Loss of nat
B Modeling & Analysis Motor Vessel (MV) Dali hits Francis Scott Key Bridge I Balti S
Control Structure Diagram
Control Structure List
T Responsibility List
COPYRIGHT @ 2018 BY NANCY LEVESON AND JOHN THOMAS. ALL RIGHTS RESERVED. THE UNALTERED VERSION OF T ucA
THIS HANDBOOK AND ITS CONTENTS MAY BE USED FOR NON-PROFIT CLASSES AND OTHER NON-COMMERCIAL - . y
PURPOSES BUT MAY NOT BE S0LD. [ Controller Constraint
C | O
STPA - + - I

MIT PSASS Website Hazard Loss Analysis Application
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https://eng.vway.co.kr/solutions/visualpro/
http://psas.scripts.mit.edu/home/

Teach Cybersecurity Engineering Skills

SbG Security by Governance
De5|gn an effective cybersecurity program enabling security

nd obJectlve achievement
23{‘: ity by Design
— Design igital operating environment
ShO - Securlt% atlon

— Design a monltorlng o gh ure the digital operating
environment design is secur a?s

SbR - Security by Respons >71/
— Design a cyber incident response capabilit /?Jﬁ
remgdlateya discovered cybper attackp Oa§/um

SbA - Security by Assessment

— Design an assessment methodology for adaptive learning
and continuous improvement over time
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Near Term - Tool Enable Next Gen Cyber
Defenders to Counter Adversarial Al

Novel Engineering Workstation Design

2 02 ﬁ Deasnon Cyber-Supply Choi Proof O]/c Concept
ee | in Development
Mf(jj‘kctlvesr;gz[y E __ | @UNew
Effe

for StuderQ@'r’

ber Risk Manager Use

Enterprise Attack
Surface Model

Digital Twin - Persistent
Real Time Data Fabric
For Design Use

Cyber Risk Mgmt. State Machine Approach

o Strategy Design and for Managing the
Deployment Enterprise Attack Surface
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20 :
Q@azsstlgns and Comments
Constrg&])tﬁ Feedback Is
Appre«.‘i’ﬂdys
6 Moo

Contact: greerj@uncw.edu S/U/h
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