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What is Global Positioning System (GPS) ?

géellation of space vehicles (SVs) and ground control stations managed by the US Space
0

: %@o@w, navigation, and timing (PNT) data to military and civilian users globally
24171
- GPS satellites (current gat%orbit): transmit time, satellite location to the user

- User needs at least four satellit determine time error; three after correcting

/77(/,7/'1( %

https://commons.wikimedia.org/w/index.php?curid=47209685

EMBRY-RIDDLE c/'fm: 2

Aeronautical University RESILIENT SYSTEMS CYBERSECURITY



What is GPS Spoofing?

Spoofing: Generation of fake signals that mimic those from GPS satellites causing GPS
@ﬁ calculate incorrect PNT information
Tec

. Sourﬁigéals fi
 Alter the char &tic@mplitude, frequency, phase shift, etc.) of the incoming

signal from sate
- Receiver spoofing O Real GPS signals

- Attack the receiver’s ability to dec !e)&éyﬁ .f

& Mo Q

Real position
Spoofer Spoofed positi
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Real-World GPS Spoofing Incidents

FORBES » BUSINESS > AEROSPACE & DEFENSE

PS Spoofing in the Middle East
\ apturing Avionics

i

Avionics like those equipping Bombardier's Global 7500 business jet and othe

aircraft are being "captured” by false GPS broadcasts in the Middle East. [-] BOMBARDIER

“What we've seen since late September,” University of Texas researchers
say,” is unprecedented. We have never seen commercial aircraft

captured by GPS spoofing before.”

Number of Planes Experiencing GPS Spoofing in April 2024
The locations planes appeared to be spoofed to
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Detection of GPS Spoofing ?

2@ ofing Detection
| band receivers (to compare signals from different bands)

« Global Nawgat!ﬁqs@ te@tem (GNSS) receivers (compare signals from different

constellations) O

 Signal to Noise Ratio Analysis ] ;Un/f

 Power Level Checks

Sy
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Random Forest Multiclass Classification

GPS Satellite

Iy the Random Forest Multiclass

| on Approach for the Detection
PS spoofing o T ] [ e
S|gna s

Signals
3‘ | gE \ Target F{;;iu;[n — Si;ﬂpp:zl'i;;;ic
. CategorIZIng the al : O!j— _ Er;tslg::zrs || Intermediate
*Authentic Signal O

(RFMC) Spoof

/ _ | Sophisticated
Spoofed o Spoof
° Signals —_—

Spoofed Signal

Simplistic

U ,7 GPS Data

Intermediate

Sophisticated

Tree 1 Tree 2 Tree 3

Authentic Sophisticated Simplistic

Majorlty Vote
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Methodology Overview

Dataset Building Dataset Assessment

G PS Data Scaling Splitting
gcal I r]lg a'nd S pl Ittl n g Sggslis Ssisrégéz%d ’ Normalization} | B?::?nw \
ection : ‘ ‘ :
(@c sifier Model i s |
Compile L
5 Performanc g

GPS Data
Collected by the School of Electrlca

Englneerlng and Computer Science, ] ,)7! ' Sce::'ol Scenario? | | Scenarod
’ ’/f Gini Index Gini Index

'

Feature selection

University of North Dakota; 510,530
samples, 13 features

Spearman's
Correlation

Spearman's
Correlation

m SMOTE-ENN
Sample Type ‘ Number of Samples ‘ Percentage pO E

Authentic signal 397825 78% | aukenic |
Sim ple spOOfing 36458 7% [ SimpIiStiC ’ Traini:::MC Mod’EITEETng’ Precision, Rm
Intermediate spoofing 44232 9% | i S sl I
Intermediate e —
Sophisticated spoofing 32015 6% : l
[ Sophisticated 1 _‘ Classification
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Features in GPS Dataset

Extracted features ‘ Abbreviations

2 Carrier to Noise Ratio C/No
025 Early Correlator EC
C e Correlator LC

/4 @n rrelator PC

PromQ correlator PIP

Prompt Qu ratdr l?zonent PQP

Carrier Doppler in Tracki TCD

Carrier Doppler | m/a/ S\

Pseudo-range

Receiver Time RX y,hpO .
Time of the week TOW S/U
Carrier Phase Cycles CP /77
Satellite vehicle number PRN

13 total features are present in the dataset
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Features Selection

? io 1: All 13 features using
aé; Sler

Scenario 3 Utilized 9 features collecte

Scenario
using the Gini |ne
Spearman’s correlatlon

s, identified

=Co

from scenario two and used the SMOTE-
ENN sampling technique to balance the

dataset

SMOTE-ENN oversamples minority
classes and under samples the majority
class to address class imbalance
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Feature selection

Scenario 1

No
filtering

’77(,,7/

Scenario 2

Gini Index

A

Spearman’s
Correlation

Scenario 3

Gini IndexJ

Spearman's
Correlation

TE-ENN

m 10
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Results: Scenario 1

8@ Q@ely able to distinguish authentic 0.940.95 0.5 = He sorn 0100
an ISt |gnals (>0.90) ——,
O8] 0.750. 74 0.75
« Was moderate at Cla @ IStiC
spoofing signals (~0.75) C220.58 0.58

 Demonstrated poor accuracy in classﬁyl;n; /77

intermediate spoofing signals (~0.58)

0.0

Authentic Sophlstlcated
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Feature Filtering using Spearman’s Correlation

Spearman Correlation Heatmap
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Feature Filtering using Gini Index

0.1756 1739

- E re Importance Using Gini Index
CD>DO, PC>LC,and PC>EC

« Removed the I%gnd highly correlated

features: TOW, DO
. Selected Features: TCD, PRN, PD% |
PIP, PQP, and C/NO Un

0.025 4

0.000 -
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Results : Scenario 2

curately able to distinguish
é sophlstlcated spoofed
sign

Slightly improved perl@
0

classifying simplistic (~
intermediate spoofed S|gnals (~ O
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0.95 0.95 0.95

0.787 770.78

HEl Precision
Recall
s Fl-Score

0.93

Au thle ntic

Simpllistic

Intermediate i’ice)d
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Results: Scenario 3

hroved classification of authentic and

? d signals (>0.95)
« Greatly iﬁo@n iIcs.for simplistic
and intermedia I

~on;

0.2+

0.0
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1.0+

0.81

It

0.87

0.72

I Precision
Recall
Bl Fl-Score

0.79

Authentic

Simplistic

1.00
0.92
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Explainability of GPS Spoofing Results

?OIS the performance of ML model trust-
thv?

> chfe s contribute the most for
the predictio h rformance of the

Co M,

Which feature
has the highest
priority for this
prediction??

n/fy

(( . >) Feature
Selection and Machine
Preprocessing Learning
(Splitting, Model(Random
wpp-| SMOTE-ENN, Forest, XGBoost, Best Model
Rank
AR st CatBoos!)
. | - ChiSquared O
GPS Spoofing Dataset Test)
(Benign and Malicious
Dataset)
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lassificatiol
Results

(Accuracy)

o
Explanation / U ,77
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Hyperparameters Accaracy (%)
n_cstirmators=5(0, max_depth=10), R
learning_rate=0L.1, cv=5-fald
n_calmators=a0, min_samples_split=11, L L
i ples_leaf=1, max_features=sqri,
CatBoost 08T
Light(: BM 08T
hagging freg=5, objo

Short term
Iawzoondal dilubion of precision ;] ligher HIDOP, lower the acouracy [37).

Elapsed Vehicle THouwr; bow EVID may imdicate poor mouling.

Spead vartance; may have speed Muclualinm dee o spocfing.

change in direction varance.

Course aver groumnd in rdanssdirection of mavement inconsislency .

Vertical posdlion emor in y axis.

Sigmal moize per millisecoad.

Thwzoondal position ermor (v axis).

Change in allilsde over lime

Altitude in 1E 3 above elipsoid modeliin millimelers).

Altitnde measurement; allisde measuremenl may aliered by spoofing.

lalilbsde coondinale measurzmend; vamialim may cause by spoofing.

Mumber of wiellites used lor posilioning: ew salelliles may hawve poor accurmicy.
GRS velocity in easl direcion; onusual speed may have spoofing,.
Measurement of altilude in ¥ axis.

general allibxle measurement

direction ol movement @ lhe vy axis; Inconsisient heading may have spoofing
GPS pround spesd.

GPS Dhveen velocily: larpe dorwnward speeds manipulaled sipnals.
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condimales(y axis pogilion]; Sudden changes in latitlude may indicale errors. ] ;

Explainability of GPS Spoofing Results

lat_y '“' .

hdop * I L EE

evh Po—'.
s_variance_m_s
Hl — -

cog_rad .-4

epv_y

¢_variance_rad

noise_per_ms
eph_y

z_deriv
alt_ellipsoid_x

e

*IITILd

vel_m_s

vel_ d_ m_s

24 =3 <2 =) 30 1 2 3 4
SHAP value (impact on model output)

I s

High

Feature value
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2
Human factors aspectQQ% lected, even though pilots
are the integral part of aircraft [é%; and control!
L% Sy
MPo
S/U
n
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Current CARS Flight Deck Equipment Benches

Basic aircraft scenario using typical patch antenna.
Ceitel for Aerospace Resilient Systems (CARS) fight deck test bench during a GPS spoofing
experimeprn(l).

3D positigh dywamiCally simulated via GPS/Galileo positional simulators (4).
Multi-leg weaypeint paths, SV gnodaling, SBAS for WAAS/EGNOS.

Off-the-shelf King Air 200 and CijtatignJet X§ avionics (1,3,7).
“‘Real” signal from first GPS simfater whille aispoofed signal is generated on a second.

Both signhals are combined and fed to bothh,GPS antenna$ on the aircraft. (2, 5).

. ©
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2 é}achine Learning algorithms such as random forest and CatBoost are effective tools for

Ing detection
ide a . 99.89 % spoofing detection accuracy

* The result sho t y=hdop, and evh are considered the three most important features
having significant | to del’s prediction

 Additionally, pilot training | spect of mitigating GPS spoofing, as it enhances
the abllity to recognize and res Ing attempts

% Sy Pos;,
2,
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